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• Cisco ISE Overview

• Asimily Overview

• Asimily + Cisco ISE Benefits

• Asimily + Cisco ISE Use cases

• Demo

• A Live Q&A
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Leader, Business Development Technical Alliances

Security Business Group - Cisco Systems

Brian Gonsalves

Cisco Identity Services Engine 
(ISE)
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Network Resources

Enterprise Mobility 

Device Administration 

Guest Access

Secure Access

Identity Profiling

A centralized security solution that automates context-aware access to network resources
and shares contextual data

Network
Door

Who

When

Where

Context

How

What

ISE pxGrid
Controller

Access Policy

Traditional Cisco 
TrustSec®

Hardware

Applications

Physical or VM
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Cisco Identity Services Engine (ISE)



Conte
xt

Who

What

Where

When

How

IP address 192.168.1.51

Unknown

Unknown

Unknown

Unknown

Bob

Tablet, iOS, v. 9.1x

Building 200, first floor

11:00 a.m. EST on April 10

Wireless

The right user, on the right device, from the 
right place is granted the right access

Any user, any device, anywhere gets on
the network Result

Poor Context Awareness Extensive Context Awareness
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Make Fully Informed Decisions with Contextual Awareness



BENEFITS

The 1-2-3 Formula… ISE Integrates with IT Platforms to do 3 Things

ISE Makes Customer IT 
Platforms User/Identity, 

Device and Network Aware

ISE Shares User/Device & 
Network Context with IT 

Infrastructure

1
ISE ECO-

PARTNER

CONTEXT

Puts “Who, What Device, What Access” with 
Events. Way Better than Just IP Addresses!

Make ISE a Better Network 
Policy Platform for Customers

ISE Receives Context from 
Eco-Partners to Make Better 

Network Access Policy

2
ISE

Creates a Single Place for Comprehensive 
Network Access Policy thru Integration

CONTEXT

3 Help Customer IT 
Environments Reach 

into the Cisco Network

ISE

CISCO NETWORK

MITI
GAT

E

Decreases Time, Effort and Cost to 
Responding to Security and Network Events

ACTION

ISE Ecosystem – Built Using Cisco pxGrid
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When

Where

Who

How

What

Cisco and Partner 
Ecosystem

ISE

Cisco Network

pxGrid
Controller

Context

32

1

45

Cisco® ISE collects 
contextual data from network1

Context is shared via
pxGrid technology2

Partners use context to 
improve visibility to

detect threats
3

Partners can direct Cisco ISE 
to rapidly contain threats4

Cisco ISE uses partner data 
to update context and
refine access policy
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With Cisco Platform Exchange Grid (pxGrid)

Rapid Threat Containment
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IoMT solutions use ISE context for culprit IP / MAC addresses and ANC mitigation actions are 
performed to quarantine the endpoint

Reconnaissance detected

10.0.0.25: johne: MKTG group

Quarantined

Cisco ISE

Cisco 
pxGrid

IoMT Visibility and Policy Controls: Asimily
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About Asimily
Recent Awards

Mission:
Holistically secure mission-critical 
healthcare devices to deliver safe 
and reliable care

• Founded in 2017
• Headquartered in Silicon Valley
• Focused on Healthcare IoT cybersecurity
• Deployed at 2k+ sites globally
• Founded by experts in health technology, 

cybersecurity, networking protocols, and 
data analytics

• Advisors with extensive experience in 
healthcare and cybersecurity



due to underfunded security budgets and 
extremely low downtime tolerance

Healthcare is the 
#1 Target for 
Cyber Criminals

Universal Health Services Faces 
$67M Loss After Cyberattack

Dutch COVID-19 Patient Data
Sold on Criminal Underground

Leaked #COVID19 Vaccine Data 
“Manipulated” to Mislead Public

Baby Died Because of Ransomware 
Attack on Hospital, Suit Says

German Hospital Hacked, Patient
Taken to Another City Dies

CommonSpirit Confirms Outages 
Caused by Ransomware Attack

Cyber Attackers Disrupt Services at 
French Hospital, Demands $10M

Lasting Effects

Patient Sues Eskenazi Health 
Over Ransomware Attack 

After Misuse of Data

Interruption of Life-saving Services

HIPAA Fines and Investigations

Data Loss

Legal Liability

Reputation Damage

Decrease in New Customers

61%
paid the ransom

94%
increase in attacks last year

20%
direct-line increase in 
mortality from incident

1.27M
average cost USD to 
remediate ransomware

https://www.thenationalnews.com/business/technology/2022/03/23/gisec-2022-health-care-most-targeted-sector-for-cyber-attacks-in-2021-cisco-says/
https://www.healthcareitnews.com/news/universal-health-services-faces-67-million-loss-after-cyberattack
https://www.hstoday.us/subject-matter-areas/cybersecurity/dutch-covid-19-patient-data-sold-on-the-criminal-underground/
https://www.infosecurity-magazine.com/news/leaked-covid19-vaccine-data
https://www.nbcnews.com/news/baby-died-due-ransomware-attack-hospital-suit-claims-rcna2465
https://www.nbcnews.com/tech/security/german-hospital-hacked-patient-taken-another-city-dies-rcna125
https://www.healthcaredive.com/news/commonspirit-health-ransomware-cyberattack/634011
https://www.france24.com/en/europe/20220823-cyber-attackers-disrupt-services-at-french-hospital-demand-10-million-ransom
https://www.hipaajournal.com/patient-sues-eskenazi-health-over-ransomware-attack-and-misuse-of-her-data/
https://www.theguardian.com/technology/2022/jul/14/ransomware-attacks-cybersecurity-targeting-us-hospitals
https://www.theguardian.com/technology/2022/jul/14/ransomware-attacks-cybersecurity-targeting-us-hospitals
https://www.theguardian.com/technology/2022/jul/14/ransomware-attacks-cybersecurity-targeting-us-hospitals
https://www.theguardian.com/technology/2022/jul/14/ransomware-attacks-cybersecurity-targeting-us-hospitals
https://www.healthcareitnews.com/news/direct-line-between-hospital-cyberattacks-and-patient-mortality-report-shows-18245154
https://www.healthcareitnews.com/news/direct-line-between-hospital-cyberattacks-and-patient-mortality-report-shows
https://expertinsights.com/insights/healthcare-cyber-attack-statistics/
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Unable to Update
Medical devices can rarely 
be patched. Updates often 

are not available or cost 
money

Legacy Systems
Many devices with legacy 

Windows 98, 2000, XP, and 7 

IoMT Complexity
Various vendors, device types 
& software platforms. Mix of 

ownership and support.

Insufficient Visibility
No understanding of all 

devices, all connections, 
and all applications

Technical 
Dependencies

Proprietary networks. 
Proprietary protocols. 
Wireless requirements

Existing Tools
Actively scanning Medical 
devices can cause patient 

impacts and traditional tools 
aren’t built for IoT and 

Medical 

IoMT & IoT Device Security Challenges



Iot/IoMT Device 
Visibility & 
Profiling

• Asimily specializes 
in classifying 
IoT/IoMT devices 
with a proven 
accuracy of 99.3%

• This enables the 
application of 
policies based on 
device attributes 
such as device type

Device Isolation & 
Incident Response 

• Quarantine a 
device based on 
security alerts

• Quarantine a 
service to 
minimize risk from 
know 
vulnerabilities

Macro-
Segmentation

• Dramatically reduce 
your costs to apply 
segmentation 
policies based on 
common device 
attributes such as 
Device Type, Model, 
Location, Risk, etc

Micro-
Segmentation

• Accelerate your 
security efforts.  
Asimily can reduce 
your costs to 
deploy a Zero Trust 
Architecture by 
automating micro-
segmenting a 
device from its 
neighbors based on 
attack analysis.

Asimily + Cisco ISE – Key Benefits 
Asimily and Cisco ISE is an unbeatable combination for reducing the cost of securing your 
environment.
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Asimily
Visibility

Asimily has been shown to 
have a 99.3% accuracy in 
classifying IoMT and IoT 

devices.  This data enables 
you to easily build policies 
that can be applied to all 

Infusion Pumps for example 
or all IE33 Ultrasounds.
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Iot/IoMT Device Visibility & Profiling
Step one is to populate Asimily’s unique classification and profiling 
data into ISE giving you complete visibility



Device Isolation and Incident Response
Asimily enables your Incident Response Program to be fast and effective

x Certain security alerts can pose 
significant risk – browsing 
malicious domains, an ongoing 
security attack, Vendor activity, 
etc.

x Asimily also supports forensic 
analysis by automatically 
capturing data during an event

Enabling 
Incident 
Response
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Real-time 
Threat 

Analytics

x Certain security alerts can pose 
significant risk – browsing 
malicious domains, an ongoing 
security attack, Vendor activity, 
etc.

x Asimily monitors traffic across 
your network and processes 
over 100+ threat feeds to 
identify threats in real time 
including zero-day attacks 

Remediation 
Actions

x Asimily solution detects high risk security 
alerts and can enable you to take 
immediate action to quarantine impacted 
devices through Cisco ISE

x Or to perform other actions based on the 
situation including shutting down a port, 
performing a reboot, etc



Asimily               
+

Cisco ISE• Segment Devices easily by attributes such as device type, device 
family, OS, model, location, risk score, etc

Asimily’s Integration 
automates everything from 

policy creation, 
authorization profiles, and 

DACLS with the single click 
of a button.  
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Macro-Segmentation 

Segmentation and Zero Trust
Asimily can dramatically reduce the resources needed to deploy 
a zero-trust architecture with Cisco ISE

• Deploy a Zero Trust Architecture by easily segmenting devices 
from their neighbors.

Micro-Segmentation 

• Apply polices based on exploit analysis based on the MITRE 
ATT&CK framework.

• This enables you to quickly block only the paths attackers can 
use to compromise your devices

• These are pre-validated by Asimily using manufacturer data such 
as MDS2’s

Targeted-Segmentation 



• Procurement risk analysis 
and commissioning of 
medical devices

• Hardening guidance for IoMT 
devices
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Industry standard approach based on NIST, 

FDA Development Framework, IEC 80001, 

AAMI TIR 57 and MITRE ATT&CK Framework

Supporting the Full Device Lifecycle

Asimily Prosecure

Bridging the Gap Between HTM and IT 

Asimily Insight Asimily Insight

• Network connected medical 
devices

• Real-time inventory, 
cybersecurity and operational 
management data for IoMT 
devices

• Securing End of Life 
Operating Systems

• Decommissioning network 
connected medical devices

• Data (ePHI) and business 
impact information
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Comprehensive - Covers all key Use Cases

Inventory
Accurate Identification and 
classification using continuous  
discovery and deep packet inspection 
your organizational needs.

Vulnerability Management
Proactive actionable AI with best 
practice to identify exploitable 
vulnerabilities, prioritize and mitigate 
risk, and manage MDS2 + SBOMS.

Anomalies
Real-time identification of 
threats and anomalous 
behavior.

Policy Management
Create any policy on any parameter for 
any asset. Instant visibility across the 
entire network. Block, Segment or Micro-
segment on the network.

Utilization
Capacity planning, fleet management, 
hour by hour utilization metrics.  
Understand when a device is on or off 
and but when it is in use by a patient.

Reporting
Customizable reporting platform 
and dashboards to meet your 
organizational needs

Bridging the Gap Between HTM and IT 
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Software updates 
included at no 
additional costs

24/7 Support for 
critical items

Dedicated 
Customer 
Success 
Manager

Enabling Your IoT / 
IoMT Services 
Program

Asimily IoT / IoMT Solution
Customer Support & Retention
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Demo



Email: 
lukes@asimily.com

Q
A

mailto:lukes@asimily.com
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Full Automation using the Asimily Suite of Tools



Asimily + Cisco ISE
Improved Asset Visibility and 
Cybersecurity Policies
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